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Abstract---T-Broker is used for  collective cloud environment  

which is going to act as a middle ware. In order to satisfy the 

various user requirements and it supports the trust management 

system. Hybrid and versatile trust model can be utilized to give 

social criticism and trust-resources. T-Broker additionally 

backing direct input from the clients which  makes productive 

financiers for aggregate deliberate cloud environment. T-broker 

uses a lightweight feedback mechanism which analyzes feedback 

from the cloud users. In this paper,we define secure hash 

algorithm can be utilized to give records in a safe way to the 

client. User requesting the file second time then operator give 

the permission to user for accessing the file. This kind of 

permission is used to avoid the collision and hide the record 

from the unauthorized person.    

 

Keywords— Trust Broker; Secure hash algorithm; feedback; trust 

resources. 

I.INTRODUCTION 

       Cloud storage means "the storage of data online in the 

cloud," wherein a company's data is stored in and accessible 

from multiple distributed and connected resources that 

comprise a cloud. In this paper,   T-Broker is used for  

collective cloud environment  which is going to act as a 

middleware. In order to satisfy the various user requirements 

and it support the trust management system [1].Hybrid and 

adaptive trust model can be used to provide social feedback 

and trust resources [8].  T-Broker also supports direct 

feedback from the users which makes efficient brokerage for 

the collective concerted cloud environment [9]. Hybrid and 

adaptive trust model to compute the overall trust degree of 

service resources, in which trust is defined as a fusion 

evaluation result from adaptively combining dynamic service 

behavior with the social feedback of the service resources 

[7],[8]. The HATCM allows  cloud users to specify their 

requirements and opinions when accessing the trust score of 

cloud providers. That is, users can specify their own 

preferences, according to their business policy and 

requirements, to get a customized trust value of the cloud 

providers [2],[3].Secure hash algorithm the user requesting the 

file second time then agent gives the permission to user for 

accessing the file. This kind of permission is used to avoid the 

collision and hide from the intruders. Advanced encryption 

standard (AES) for encrypting the user files to secure it from 

intruders. After duplication check gets completed encryption 

process automatically triggered without any interaction of 

client [4]. It will produce a encrypted text based on Add 

Round Key and Look Up tables. So that no one can easily 

break the file. Similar to encryption we can reverse the 

process to get original files [7].So we can easily avoid 

unauthorized modification. Thus the cloud confirms security. 

II. RELATED WORKS 

a)Li,Ma.H, Zhou.F, and Gui.X, “Service operator-aware trust 

scheme for resource matchmaking across multiple clouds,” 

service operator-aware trust scheme (SOTS) for resource 

matchmaking across multiple clouds. Through analyzing the 

built-in relationship between the users, the broker, and the 

service resources, this paper proposes a middleware 

framework of trust management that can effectively reduces 

user burden and improve system dependability. Based on 

multidimensional resource service operators, we model the 

problem of trust evaluation as a process of multi-attribute 

decision-making, and develop an adaptive trust evaluation 

approach based on information entropy theory. This adaptive 

approach can overcome the limitations of traditional trust 

schemes, whereby the trusted operators are weighted manually 

or subjectively. As a result, using SOTS, the broker can 

efficiently and accurately prepare the most trusted resources in 

advance, and thus provide more dependable resources to 

users. Our experiments yield interesting and meaningful 

observations that can facilitate the effective utilization of 

SOTS in a large-scale multi-cloud environment. 

b) Rochwerger “The RESERVOIR model and architecture for 

open federated cloud computing, ”The emerging cloud-

computing paradigm is rapidly gaining momentum as an 
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alternative to traditional IT (information technology). 

However, contemporary cloud-computing offerings are 

primarily targeted for Web 2.0-style applications. Only 

recently have they begun to address the requirements of 

enterprise solutions, such as support for infrastructure service-

level agreements. To address the challenges and deficiencies 

in the current state of the art, we propose a modular, 

extensible cloud architecture with intrinsic support for 

business service management and the federation of clouds. 

The goal is to facilitate an open, service-based online 

economy in which resources and services are transparently 

provisioned and managed across clouds on an on-demand 

basis at competitive costs with high-quality service. The 

Reservoir project is motivated by the vision of implementing 

an architecture that would enable providers of cloud 

infrastructure to dynamically partner with each other to create 

a seemingly infinite pool of IT resources while fully 

preserving their individual autonomy in making technological 

and business management decisions.It does not provide high 

quality.  

c)J. Spring, “Monitoring cloud computing by layer,,”The 

general characteristics of cloud computing three service 

models-software as a service (Saas), platform as a service 

(Paas), and infra structure as a service (Iaas)-include on-

demand self service, broad network access, pooling of 

resources, rapid elasticity of provisioning resources, and 

service or resource monitoring. On the basis of the Cloud 

Security Alliance's work, a cloud is modeled in seven layers: 

facility, network, hardware, OS, middle ware, application, and 

the user. These layers can be controlled by either the cloud 

provider or the cloud customer. The paper present a set of 

recommended restrictions and audits to facilitate cloud 

security. Although the recommendations might be overkill for 

deployments involving no sensitive data, they might be 

insufficient to allow certain information to be hosted in any 

public or community cloud.          Insufficient to allow certain 

information to be hosted in cloud 

d)K. Hwang and D. Li, “Trusted cloud computing with secure 

resources and data coloring, ”Trust and security have 

prevented businesses from fully accepting cloud platforms. To 

protect clouds, providers must first secure virtualized 

datacenter resources, uphold user privacy, and preserve data 

integrity. The authors suggest using a trust-overlay network 

over multiple data centers to implement a reputation system 

for establishing trust between service providers and data 

owners. Data coloring and software watermarking techniques 

protect shared data objects and massively distributed software 

modules. These techniques safeguard multi-way 

authentications, enable single sign-on in the cloud, and tighten 

access control for sensitive data in both public and private 

clouds. Cannot assure the files are secured 

III. THEORETICAL ANALYSIS 

A. Project Scope 

The T-Broker is an advanced concept which enhances the 

quality attributes to the users as well as the cloud brokers. The 

cloud users will be provided with various cloud environments 

in which the users need not to be familiar with the cloud 

options. Instead the middleware is loaded with the 

multipurpose services and also provides a trustworthy cloud 

service which the utmost expectations of the cloud users. It 

will also provide security to the data stored in the cloud by 

providing the encryption standards. Thus the project will be a 

complete package and brings a huge relief to the users who are 

the major stakeholders of this projects by providing them with 

this kind of middleware mechanism. Since the project majorly 

based on a trustworthy and feedback system the error rate and 

the failure rate will always tends to be minimum .client asking 

for the record second time then specialists gives the consent to 

client for getting to the document. This sort of consent is 

utilized to stay away from the impact and conceal the record 

from the unapproved individual. 

B. Existing System 

The resource management and reputation management 

approaches are not sufficiently efficient or effective in the 

large-scale and dynamic environment of collaborative cloud 

computing [3],[12]. Reputation Management systems neglect 

resource heterogeneity by assigning each node one reputation 

value for providing all of its resources. The brokering 

architecture for cloud computing do not consider user 

feedback only relying on some direct monitoring information 

[11]. Due to the issues of resource management and reputation 

management, this is not efficient and trustworthy. brokering 

architecture for cloud computing do not consider user 

feedback only relying on some direct monitoring information. 

There is no doubt that the efficiency of a trust system is an 

important requirement for multiple cloud environments. That 

is, the trust brokering system should be fast convergence and 

light-weight to serve for a large number of users and 

providers. However, existing studies paid little attention to 

this question, which greatly affects scalability and availability 

of the trust system. 

C. Proposed System 
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 The  trusted third party-based service brokering architecture 

is proposed for multiple cloud environment, in which the T-

broker acts as a middleware for cloud trust management and 

service matching [7]. T-broker uses a hybrid and adaptive 

trust model to compute the overall trust degree of service 

resources, in which trust is defined as a fusion evaluation 

result from adaptively combining the direct monitored 

evidence with the social feedback of the service resources 

[8],[13]. First is how to accurately calculate the trust value of 

resources with only few monitored evidences reports and how 

to motivate more users to submit their feedback to the trust 

measurement engine. Implementing and evaluating the 

proposed mechanism in a large-scale multiple cloud system, 

such as distributed data sharing and remote computing, is 

another important direction for future research. Secure hash 

algorithm can be utilized to give records in a safe way to the 

client.  User asking for the document second time then 

operators give the consent to client for getting to the record. 

This sort of consent is utilized to keep away from the crash 

and conceal the record from the malicious user. 

Advantages 

 All files are maintained by the encrypted key. 

 Not More Time consuming. 

 Distribute the files to the user in more secure manner. 

 
IV. IMPLEMENTATION TECHNOLOGIES       

A)Hybrid and adaptive trust computation model 

Trust and feedback management systems are successfully 

used in numerous application scenarios to support users in 

identifying the reliable and trustworthy providers.  The cloud 

trust model for cloud resource is defined as, 

Gi = wRc Rci + wRu Rui + wT Ti + wS Si, where Gi is the trust 

of resource i , Rci , Rui , Ti , Si are four trust attributes, and 

wRc, wRu,wT ,wS are the weights for these attributes .The 

historical value of trusted data obtained by software sensors 

can be arranged in a time window _λ, and _λ is a set of time 

slot units .supposed that we have obtained _λ groups of 

measurement data D(_λ) = {d1, d2, . . . , dt, . . . d_λ}, where 1 

≤ t ≤ _λ and dt = {dt1, dt2, . . . , dtm}. Thus, an order 

characteristic matrix is formed as:   

 

      D(∆λ)= d1      = d11 d12 ..d1m 

 d2 

 .  d21 d22..d2m 

 . 

 d∆ λ d∆ λ1 d∆ λ2..d∆ λm 

Let R = S ∪  O = {r1, r2, . . . , r p} denotes p trusted service 

resources in the multi-cloud system (we can define a threshold 

of trust in the process of resource matching), where S is the set 

of available resources and O is the resources in line with user 

expectations, and R is called trusted resource domain, S is 

called service resource domain and O is called user 

requirement domain. In a multi-cloud system, ∃ ri ∈  R,let αt 

(ri ) denote the instant trust degree of ri at time-stamp t. 

weight vector w = {w1,w2, . . . ,wm},we define αt (ri ) as:    

 αt (ri ) = et · w =∑_"� = 1" ^"�" ▒"�����"  
The vector et is called an evidence of trust evaluation.w is the 

weight vector assigned to these trusted indicators. 

B)secure hash algorithm 

Secure Hash Algorithm  is a set of cryptographic hash 

functions. The length of the file will be greater than 64 bits 

fewer than multiple of 512bits.Original file is converted to 

binary format. Encrypt and decrypt files with using keys. 

Key generation is an important part. An algorithm should 

generate both a public and private key. The sender will 

encrypt the message data with the receiver’s public key and 
receiver will decrypt with its private key. Select a number, d 

in range of n. We generate the public keyausing following 

equation, 

     Q = d * p 

   

d = the random number  in a range of ( 1 to n-1). 

P is public key 

Q is the private key. 

Encryption 

Let ‘m’ be message to be sent. Randomly select a value ‘k’ 
from [1 - (n-1)]. Two cipher texts will be generated let it be 

B1 and B2. 

  B1 = k * p    

  B2 = m + (k * p)  

Decryption 

Use the following equation to obtain original 

message that was sent. M is original data that was sent. 

  M = B2 – d * p   

  

V. SIMULATION SYSTEM DESIGN 
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Fig.1. T-broker Architecture and function modules 

The user registers their identity or existing user can login into 

cloud. A trust aware service brokering scheme for cloud 

services to satisfy various user requests. Admin can upload the 

need of user files. Trust third party can verify the user details 

and checking upload files by admin. At finally TTP stored 

files into cloud. If user wants to download their file once again 

login to their account and can download them. After download 

the files user can give feedback to the broker.The role of 

admin is to manage user account and files which are stored in 

the cloud. Secure hash algorithm can be utilized to give 

records in a safe way to the client. User asking for the 

document second time then agent give the consent to client for 

getting to the record. This sort of consent is utilized to keep 

away from the crash and conceal the record from the intruders. 

VI. CONCLUSION 

      In this paper, present T-broker, a trust-aware service 

brokering system for efficient matching multiple cloud 

services to satisfy various user requests. The middleware 

technology for providing collaborative cloud system is 

established and the cloud users are provided with best cloud 

service providers based on the trustworthy management and 

feedback mechanism. Implementing and evaluating the 

proposed mechanism in a large-scale multiple cloud system, 

such as distributed data sharing and remote computing. 

calculate the trust value of resources with only few monitored 

evidences reports and  to motivate more users to submit their 

feedback to the trust measurement engine. Circulate the 

documents to the client in more secure way and No More 

Time consuming. 

 

VII. RESULTS  

     A trustworthy cloud service which the utmost expectations 

of the cloud users. It  provides security to the data stored in 

the cloud by providing the encryption standards. Thus the 

project will be a complete package and brings a huge relief to 

the users who are the major stakeholders of this projects by 

providing them with this kind of middleware mechanism. 

Since the project majorly based on a trustworthy and feedback 

system the error rate and the failure rate will always tends to 

be minimum, save timing and Distribute the files to the user in 

more safely.       

REFERENCE 

[1] Xiaoyong Li, Huadong Ma, Member, IEEE, FengZhou, and Wenbin 
Yao,2015”   T-Broker: A Trust- Aware Service Brokering Scheme for 
Multiple CloudCollaborative Services”. 

[2] Fan.W and Perros.H, , Nov. 2014 “A novel trustManagement 
frameworkfor  multi-cloud environmentsbased on trust service 
providers,” Knowl.-Based Syst.,vol. 70, pp. 392–406. 

[3] Hwang.K, Kulkarni.S, and  Hu.Y, Dec. 2009, “Cloudsecurity 
with virtualize defense and reputation-basedtrust management,” 
in Proc. 8th IEEE Int.Conf.Dependable, Autonomic, Secure 
Comput.(DASC),  pp. 717–722 

[4] Hwang.K and Li.K , Sep./Oct. 2010, “Trusted cloud computing with 
secure resources and data coloring,” IEEE Internet Comput., vol. 14, no. 
5, pp. 14-22. 

[5] Jain.P, D. Rane, and S. Patidar Jan. 2012,, “A novel cloud bursting 
brokerage and aggregation (CBBA)algorithm for multi cloud 
environment,” in Proc. 2nd Int. Conf. Adv. Comput. Commun. 
Technol.(ACCT),pp. 383–387. 

[6] Khan.K.M and  Malluhi.Q, Sep./Oct. 2010, “Establishing trust in cloud 
computing,”IT Prof., vol. 12, no. 5, pp. 20–27. 

[7] Li,Ma.H, Zhou.F, and Gui.X, “Service operator-aware trust 
scheme for resource matchmaking acrossmultiple clouds,” IEEE 
Trans. ParallelDistrib. Syst.,to be published, doi: 
10.1109/TPDS.2014.2321750 

[8] Li.X and   Du.J, , Mar. 2013, “Adaptive and attribute-based trust 
model for  service level agreement guarantee in cloud 
computing,” IET Inf. Secur., vol. 7,no. 1, pp. 39–50 

[9]  Li.X,  Zhou.F, and Yang.X, Oct. 2012, “Scalable feedback aggregating 
(SFA)overlay for large-scale P2P trust management,” IEEE Trans. 
Parallel Distrib. Syst., vol. 23, no. 10, pp. 1944–1957. 

[10] Paraiso.F, N. Haderer, P. Merle, R. Rouvoy, and L. Seinturier, Jun. 
2012,“A federated multi-cloud PaaS infrastructure,” in Proc. 5th IEEE 
Int. Conf. Cloud Comput. (CLOUD), pp. 392–399. 

[11] Spring.J,2011 “Monitoring cloud computing by layer, part 1,” 
IEEE Security   Privacy. 

[12] Singhal.M. Feb. 2013, “Collaboration in multicloud computing 
environment Framework and security  issues,” Computer, vol. 
46, no. 2, pp. 76–84 



ISSN 2395-695X (Print) 

                                                                                                                                                         ISSN 2395-695X (Online)    

International Journal of Advanced Research in Biology Engineering Science and Technology (IJARBEST) 

Vol. 2, Special Issue 15, March 2016 

228 

All Rights Reserved © 2016 IJARBEST 

[13] Tian L.Q,Lin.C, and Ni.Y, Oct. 2010, “Evaluation of user behavior trust 
in cloud computing,” in Proc. Int. Conf. Comput. Appl. Syst. Modeling 
(ICCASM),pp. V7-576–V7-572. 

[14] Tordsson.J,Montero .R.S, Moreno-Vozmediano.R, and  
Llorente.I.M, Feb. 2012“Cloud brokering mechanisms for 
optimized placement of virtual machines across multiple 
providers,” Future Generat. Comput. Syst.,vol. 28, no. 2, pp. 
358–367 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 


