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Abstract
The pilot spoofing attack is one type of Ilively
eavesdropping activities performed through a malicious
user all through the channel education section. through
transmitting the identical pilot (schooling) indicators as
those of the felony customers, such an assault is able to
manage the channel estimation outcome, which might
also bring about a larger channel rate for the adversary
but a smaller channel price for the legitimate receiver.
With the goal of detecting the pilot spoofing assault and
minimizing its damages, we design a two-manner
education-based scheme. The powerful detector exploits
the intrusive element created by the adversary, observed
by way of a relaxed beam forming-assisted facts
transmission. similarly to the stable detection overall
performance, this scheme is likewise able to acquiring
the estimations of each legitimate and illegitimate
channels, which permits the customers to acquire comfy
conversation inside the presence of pilot spoofing attack.

Index Terms — Physical layer security, pilot spoofing
attack, active eavesdropping, two-way training method.

1. Introduction

Manuscript received June 3, 2015; revised October 27,
2015 and December 2, 2015; accepted December 19,
2015. Date of publication January 12, 2016; date of
current version February 24, 2016. This work was
supported by the National Science Foundation of China
under Grant 61571100. The associate editor coordinating
the review of this manu-script and approving it for
publication was Dr. Walid Saad. (Corresponding author:
Ying-Chang Liang.) active attack from any adversary.
Classic  cryptographic  methods achieved secure
communication by encrypting the confidential message as
the unreadable cipher message, only the authentic receiver
with valid secret key could decrypt and obtain the correct
information [1]. However, another method dedicated to
achieve secure transmission based on the physical layer
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property, named as physical layer security, has been
proposed even before the cryptographic method [2].
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Fig 1: Two-way training based scheme

Motivated by this demand, we propose a two-way
training based scheme to achieve the goals of detecting
the pilot spoofing attack and securely re-transmitting
the data signal. As shown in Fig. 1, the basic process is
that the reverse training is still operating as usual to
allow the transmitter to estimate the CSI. Before
confidential data transmission in the downlink phase,
the transmitter first sends the channel estimation results
to the receiver, and then conducts the traditional

receiver, which allows it to make a test based on the
difference between two estimation results. The
detection outcome will be fed back to the transmitter
together with the downlink channel estimation if
needed. The simulation performance shows that our
detector, named as two-way training detector (TWTD),.
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2. Preliminaries i
2.1 Problem Statement e | & 3
Given a graph G= (V,E) with a vertex set V and : -
an edge set E, we can represent the graph as adjacency by Data Transmission
matrix A such that A; = e; where e;; is the edge weight. Flamlik TERIrng
A;i=0 if there is no edge. The goal of super imposed
community detection problem is to find the super imposed
clusters whose union is equal to the entire vertex set V. 3. Literature Review
2.2 Measures of cluster quality The problems of cryptography and secrecy
There are some popular measures for the quality of systems furnish an interesting application of
clusters. Let us define links (C,,C,) to be the sum of edge communication theory. In this paper a theory of secrecy
weights between the vertex sets C,and C,. systems is developed . The approach is on a

B = — theoretical level and is intended to complement the
h B =Y, 1?[ = PphpxypA+ 5 E_lhE Xup A+ UA, treatment found in standard works on cryptography.

Xip 1 Xup Xup There, a detailed study is made of the many standard
A= V— ; t— ’ types of codes and ciphers, and of the ways of breaking
Pgpo PB 3 them. We will be more concerned with the general

mathematical structure and properties of secrecy

systems. A Gaussian multiple-input single-output

2 (MISO) fading channel is considered. We assume that

B the transmitter, in addition to the statistics of all

eu = 52+PBﬂB Np channel gains, is aware instantaneously of a noisy
version of the channel

to the legitimate receiver. On the other hand, the

H legitimate receiver is aware instantaneously of its

M channel to the transmitter, where as the eavesdropper

P A_hEH instantaneously knows all channel gains. We evaluate

2 an achievable rate using a Gaussian input without

SNRE = w_ . indexing an auxiliary random variable. A sufficient

condition for beam forming to be optimal is provided.

4. Existing System

Cryptography is a method of storing and
transmitting data in a particular form so that only those
for whom it is intended can read and process it. Until
modern times, cryptography referred almost exclusively
to encryption, which is the process of converting
ordinary information called plaintext.

5. Proposed System

Beam forming or spatial filtering is a signal
processing technique used in sensor arrays for
directional signal transmission or reception. The
development of multi-input-multi output (MIMO)
techniques (e.g..beam forming) provides a great
opportunity to achieve a positive secrecy rate even
when the legitimate channel is worse than the
illegitimate one..

Probabiity of Detection (kits/s/Hzj
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5.1. Authentication

Authentication The user need to enter exact username and password
which is given to the Admin, if login success means it
will take up to main page else it will remain in the login
page itself.

Proce
Send Rece 10G! ed to

er iver

Prefer file

Admin will select the Resource Manager from the list
of Resource Managers .Also will choose the files from
the list of files stored in the system.

Decryptio
n

T N

Mask message

5.2 Encryption

Admin after registration and login would prefer a file
from the database. The preferred file would be
encrypted, so that the attackers are not able to attack the
file. The encrypted file would become unstructured.

Ad Pre Enc
Fig 5: System Architecture mi fer rvo
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5.3 Public information 7. Conclusion

Admin after choosing and encrypting the file would In this paper, we have studied an active
generate some public information and combine with eavesdropping problem, i.e., pilot spoofing attack. A
encrypted secret information. The combined information two-way training based scheme has been proposed to
would be send to the destination. defend such attack. The scheme first detects the attack

by the unbalance of channel estimations at Alice and
Bob, and then formats the secure beam forming based
on the estimations of legitimate and illegitimate chan-
nels. It is shown that the proposed scheme could
achieve a high detection probability. Moreover,
according to the two way channel estimation, the
positive secrecy rate is proven to be achievable. With
Admi > 5| Mask the further validation of numerical results, our two-way

n mess training based scheme has been proven to be able to
protect the confidential communication against the pilot
spoofing attack.
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