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Abstract— The main objective of this work is to develop a
innovative approach for hiding the data. The steganography is
the process of concealing one medium of information
within another. There are lots of techniques available to
achieve steganography like least significant bit insertion
method and transform domain technique. In this work, the
secret message is to embedded into the image and then this
embedded image is used for further sending purpose. It is a
technique designed to secure a message by hiding that message
within another object so that it can be kept secret from everyone
except the intended recipient. The amount of data that can be
hidden inside the cover image chosen depends on the
properties of the image like number of noisy pixels. This is
quite different from cryptography that renders the message
(which is typically visible or audible) unintelligible to
unauthorized viewers to prevent access.
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I. INTRODUCTION

Steganography is the art and science of hiding
communication; a steganographic system thus embeds hidden
content in unremarkable cover media so as not to arouse an
eavesdropper’s suspicion. In the past, people used hidden
tattoos or invisible ink to convey steganographic content.
Today, computer and network technologies provide easy-to-
use communication channels for steganography. Essentially,
the information-hiding process in a steganographic system
starts by identifying a cover medium’s redundant bits (those
that can be modified without destroying that medium’s
integrity).

The embedding process creates a stego medium by
replacing these redundant bits with data from the hidden
message. Modern steganography’s goal is to keep its mere
presence undetectable, but steganographic systems because of
their invasive nature leave behind detectable traces in the
cover medium. Even if secret content is not revealed, the
existence of it is: modifying the cover medium changes its
statistical properties, so eavesdroppers can detect the
distortions in the resulting stego medium’s statistical
properties. The process of finding these distortions is called
statistical steganalysis.

Three different aspects in information-hiding systems
contend with each other: capacity, security, and robustness.
Capacity refers to the amount of information that can be
hidden in the cover medium, security to an eavesdropper’s
inability to detect hidden information, and robustness to the

ISSN(Online) : 2456-5717

103

amount of modification the stegomedium can withstand
before an adversary can destroy hidden information.

Information hiding generally relates to both watermarking
and steganography. A watermarking system’s primary goal is
to achieve a high level of robustness that is, it should be
impossible to remove a watermark without degrading the data
object’s quality. Steganography, on the other hand, strives for
high security and capacity,which often entails that the hidden
information is fragile. Even trivial modifications to the stego
medium can destroy it. A classical steganographic system’s
security relies on the encoding system’s secrecy.

Transform domain techniques embeds the hidden
information in the transform domain. Image samples are
decorrelated .Toachieve this, key is used. This technique
enhances the value of transmission coefficients significantly.
The benefit with this method is it becomes easy to embed
more data. A quantization technique is used to embed the
hidden data. Quantization is another technique that comes
handy to retrieve information in a secure manner. The
decoding process also involves a key which is same as
encoding process. The key is very important in this process
because its unavailability at decoder makes the retrieval of
information impossible.

LSB Insertion Method is the most popular technique
when dealing with images. The simplicity of this method is at
the cost of compression which is inherently lossy. The
traditional LSB technique takes into account every possible
bit. 3 bits are safeguarded in every pixel since there is a
option to use red, green or blue. The method works by
choosing last bit to store the information. For enhancing
security encryption technique is wused. This security is
achieved at the cost of added complexity. LSB insertion is of
prime significance with a gray scale palette. The challenge in
LSB technique is the issue of corruption. This means that the
integrity of the message is not really taken into consideration.
The decoding is relatively simple making it less secure.

digital watermark is digital data that can be embedded into
all forms of media content, including digital images, audio,
video and even certain objects. Digital watermarks can be
easily detected and read by computers, networks and a variety
of digital devices, validating the original content and/or
initiating actions. Digital watermarking relates to a technology
known as steganography, which literally means covered
writing. It is a technique designed to secure a message by
hiding that message within another object so that it can be
kept secret from everyone except the intended recipient. This
is quite different from cryptography that renders the message
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(which is typically visible or audible) unintelligible to
unauthorized viewers to prevent access.

During embedding process, an algorithm accepts the host
and the data to be embedded and produces a watermarked
signal. The watermarked signal is then transmitted or stored.
If a person makes a modification, then the digital content is
said to be attacked. A watermark attack is an attack on digital
data where the presence of a specially crafted piece of data
can be detected by an attacker without knowing the encryption
key. Special attention has to be paid to the kind of attacks as
they can help to develop better watermarking techniques and
defined better benchmarks. Watermark attacks can be
classified into four main groups. The information to be
embedded in a signal is called a digital watermark, although in
some contexts the phrase digital watermark means the
difference between the watermarked signal and the cover
signal. The signal where the watermark is to be embedded is
called the host signal. Detection (often called extraction) is an
algorithm which is applied to the attacked signal to attempt to
extract the watermark from it. If the signal was unmodified
during transmission, then the watermark still is present and it
may be extracted. In robust digital watermarking applications,
the extraction algorithm should be able to produce the
watermark correctly, even if the modifications were strong.
In fragile digital watermarking, the extraction algorithm
should fail if any change is made to the signal.

II. OUTLINE OF PROPOSED SYSTEM

A. OVERALL SYSTEM DESIGN

The work has two main processing parts, they are
embedding and extraction. In embedding process the cover
image and the secret message is given as the input, and the
stego image is produced as the output. In extraction process
the stego image is given as the input image and the secret
message is produced as the output.

Embedding Process: The embedding process is used to
produce the stego image. To do this first the cover image is
divided into blocks and then the prediction algorithm is
applied to each block to find the blocks which contains the
texture information. The prediction error helps to find out the
texture blocks. These blocks only used to embed the secret
message for providing high visual perception. Then these
blocks are collapsed for providing additional security, and
then the secret message is encrypted using the encryption
technique is applied to produce multilayer security and then
the encrypted message is collapsed for avoiding attacks. After
that the curvelet transform is applied on the detected blocks
and then normalization process is applied and then the
collapsed secret image bit is fused with the curvelet
normalized curvelet coefficients. Finally the inverse curvelet
transform and denormalization is applied. And then the blocks
are combined to get the stego image.

Extraction Process: The extraction process is used to get the
original secret message from the stego image. To do this first
the stego image is divided into blocks and then the prediction
algorithm is applied to each block to find the blocks which
contains the texture information. The prediction error helps to
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find out the texture blocks. These blocks only used to extract
the secret message for providing high visual perception. Then
these blocks are collapsed for providing additional security.
After that the curvelet transform is applied on the detected
blocks and then normalization process is applied and then
extract the secret image bit. Finally these message bit is

decrypted to get the original secret message.
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Fig 1. Process Flow Diagram of Embedding
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III. METHODOLOGY

In this modern era, computers and the internet are major
communication media. They connect different parts of the
world and have made the world one global virtual world. As a
result, people can easily exchange information without
distance being a hindrance. However, the safety and security
of long-distance communication is an important consideration.
The need to solve this problem has led to the development of
steganography schemes. Steganography is a strong security
tool that provides a high level of security. But this is
particularly when it is combined with encryption. In image
steganography image is one of the most popular cover objects.
Schemes like LSB insertion and JPEG steganography makes
the steganalysis very simple for the opponent. The increasing
need of better methods of image steganography has motivated
this new concept.

A. Sender Module

The sender module takes the cover image and secret data
to be hidden as the input. It performs the encryption of secret
data using a password chosen by sender . By embedding bits
in the LSB of noisy pixels it hides this encrypted secret data.

B. Block Dividing

The original cover image sized M x N as I, and it is
divided into the non-overlapping n x n blocks. For simplicity,
assume that M and N can be divided by n with no remainder.
Denote all k divided blocks in raster scanning order as Bi, j,
where k=M xN/n2,i=1,2,...,M/n,andj=1,2,..., Nn.
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C. Prediction and Prediction Error

After block dividing the next step is to find the texture
information block. To identify this the interpolation method is
used. For do this take the current processing block as Bx,y and
its left blocks are Bx,y-1 and upper blocks Bx—l.y,
respectively. To find the average value of these two blocks
and calculate the difference value of interpolated blocks and
the current processing blocks. Then compare the difference
value with the threshold value. If the difference value is
greater than the threshold value the block contains the
structure information so eliminate these blocks. Otherwise the
block contains the texture information. These blocks are
considered as the embedding blocks.

D. Curvelet Transform

After collapse the blocks then apply the curvelet
transform on it. Before apply the curvelet transform the
normalization process is applied. After applying the curvelet
transform and then the encrypted secret bit is fused with the
curvelet transform. Finally the inverse curvelet transform to
get the stego image.

Image fusion is the process of merging two images of
the same scene to form a single image with as much
information as possible. Several fusion algorithms have been
proposed extending from the simple averaging to the curvlet
transform.

The concept of curvlet transform is based on the
segmentation of the whole image into small overlapping tiles
and then applying ridegelet transform on each tile.Algorithm
for curvelet transform is given below:

1. Split the input images into sub bands using additive
wavelet transform.

2. Perform tiling on each of the sub bands .

3. Perform discrete ridgelet transform on each of tile on
all the sub bands.

The curvelet transform can be expressed as

C@,Lk)=<f,p;1x> ()

here, j =0, 1, 2, ..., is a scale parameter; [ = 0, 1, 2, ..., is an
orientation parameter; and k = (kl, k2) Z2 is a translation
parameter. The mother curvelet is ¢j (x), its Fourier transform
is ¢j (o) = Uj (w), where Uj is frequency window defined in
the polar coordinate system such as:

U(r, 0) = 2*WQ2In)V( 2(/2)0121) )

W and V are radial and angular windows respectively and will
always obey certain admissibility conditions.
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Curvelet at scale 27, orientation 6, and positioncan be
expressed as

9i1x(X) = 0 [Ry; () @)

E. Encryption

Encryption includes a message or a file encrypting.
Encryption involves converting the message to be hidden into
a cipher text. Encryption can be done by passing a secret key.
Secret key can be used for encryption of the message to be
hidden. It provides security by converting it into a cipher text.
This makes it difficult for hackers to decrypt. Greater security
is added if the message is password protected. Then while
retrieving message, the retriever has to enter the correct
password for viewing the message.

The Data Encryption Standard (DES) is a symmetric-key
method of data encryption.DES works by using the same key
to encrypt and decrypt a message,so both the sender and
receiver must know and use the same private key.

When encrypting a message or data using the
algorithm, the key is chosen at random from the pool of
possible keys.

F. Receiver module

The receiver module takes the cover image with the
hidden data as the input. The encrypted secret data is then
retrieved by applying suitable algorithm.The secretdata is
obtained by using DES decryption algorithm.

It involves retrieving the embedded message from the file.
After retrieval the message has to be converted into original
message or file. The read data will be in the bytes format. It is
essential that the message is in the suitable output file format.

G. Decryption

Decryption involves converting the cipher text into
decrypted format. Decryption involves use of a secret key. It
enhances security by converting the cipher text, into the
original data message or file. The robustness of the system can
be increased further if the message is password protected.
Then while retrieving message, the retriever has to enter the
correct password for viewing the message.

IV.EXISTING TECHNOLOGY

Most image steganographic algorithms adopt an existing
image as a cover medium. The expense of embedding secret
messages into this cover image is the image distortion
encountered in the stego image. This leads to two drawbacks.
First, since the size of the cover image is fixed, the more
secret messages which are embedded allow for more image
distortion. Consequently, a compromise must be reached
between the embedding capacity and the image quality which
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results in the limited capacity provided in any specific cover
image.

Recall that image steganalysis is an approach used to
detect secret messages hidden in the stego image. A stego
image contains some distortion, and regardless of how minute
it is, this will interfere with the natural features of the cover
image. This leads to the second drawback because it is still
possible that an image steganalytic algorithm can defeat the
image steganography and thus reveal that a hidden message is
being conveyed in a stego image.

Pixel-based algorithms generate the synthesized
image pixel by pixel and wuse spatial neighborhood
comparisons to choose the most similar pixel in a sample
texture as the output pixel. Since each output pixel is
determined by the already synthesized pixels, any wrongly
synthesized pixels during the process influence the rest of the
result causing propagation of errors.

V. CONCLUSIONS

We In this project a novel approach for hiding is
proposed. In the novel approach the prediction algorithm is
applied to find the texture information. The prediction error is
also applied to find out the texture blocks. In this project
multilayer security is also included. Before embed the secret
message the encryption technique is applied and then the
encrypted message is collapsed for avoiding attacks. In this
project the embedding process is done on the curvelet
transform. It increases the payload and the quality of the
embedded image. The curvelet transform is applied on the
detected blocks and then normalization process is applied and
then the collapsed secret image bit is fused with the curvelet
normalized curvelet coefficients. Experimental results shows
that the proposed method performs better than the existing
approaches.In future instead of curvelet transform other
transform such as ridgelet transform, counterlet transform will
be used. Not only that multiple security layers will be
included for additional security.
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