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ABSTRACT— In MANET a proactive algorithm, the 

Optimized Link State Routing (OLSR) protocol is mostly 

choose for quite efficient in bandwidth utilization and in 

path calculation, but it is vulnerable to various attacks. 

Such as ink withholding attacks  & link spoofing attacks, 
flooding attacks  & wormhole attacks , replay attacks & 
black-hole attacks, colluding misrelay attacks. The node 

isolation attack is one of the prominent DoS against 

Optimized Link State Routing Protocol. It occurs when 

topological knowledge of the network is exploited by an 

attacker who is able to isolate the victim from the rest of 

the network and subsequently deny communication 

services to the victim.  As OLSR relies on the cooperation 

between network nodes, it is easily allow a few colluding or 

single malicious nodes, and it can cause routing process. In 

early, Denial contradiction with fictitious node mechanism 

have been proposed for node isolation attacks, however, 

these solutions not compromise routing efficiency or 

network overload due to more nodes are used for fictitious 

node mechanism, so a new solution named as Enhanced 

OLSR protocol to defend the Network from node isolation 

attack for both conditions of with and without 

contradiction made by 2hop reply and 2hop request and 

Node existence query, where the protocol has no need 

additional features of  fictitious node mechanism so it can 

minimize the network lifetime and improve the efficiency 

of the network system and which proved better 

performance when compare  to all other previous method.  
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           I.INTRODUCTION 

 
 
 Mobile Ad Hoc Network (MANET) is a type of network that 

contains a group of mobile devices which exchanges data. 

Mobile devices are the nodes in MANET. The nodes in 

MANET exchange messages through intermediate nodes. 

Each node in a MANET is free to move independently in any 

direction at any time. The nodes can join and leave the 

MANET as they wish. Therefore the communication links 

between the nodes changes frequently. Each node will act as a 

router because they deal with the forwarding of data of all 

other nodes in the network. Each device must continuously 

maintain the information required to properly route traffic. A 

number of different routing algorithms exist for network for 

packet transmission. The algorithms can be classified into two 

they are proactive and reactive protocols, In the case of 

proactive are table driven protocol,  It maintains a routing 

table that contains the destinations in the network and the 

optimal path to the destination. Example for proactive 

protocols are DSDV [15] and OLSR [11], [12].In Reactive 

protocols, finds route for message transmission on demand. 

Example for reactive protocol are DSR [13] and AODV [14], 

these algorithms differ from the standard routing used in 

classic networks due to frequent topology changes. A route 

between two nodes can be broken due to intermediate nodes 

that dynamically change their position. Mobile nodes can join 

or leave the network at will, further influencing network 

connectivity. 

In this paper we studied about major DOS attack against the 

Optimized Link State Routing protocol known as the node 

isolation attack occurs when topological knowledge of the 

network is exploited by an attacker who is able to isolate the 

victim from the rest of the network and consequently deny 

communication services to the victim. As OLSR relies on the 

cooperation between network nodes, it is easily allow a few 

colluding or single malicious nodes, and it can cause routing 

process. In early, Denial contradiction fictitious node 

mechanism have been proposed for node isolation attacks, 

however, these solutions not compromise routing efficiency or 

network overload due to more nodes are used for fictitious 

node mechanism, so a new solution named as Enhanced 

OLSR protocol to defend the Network from node isolation 

attack for both conditions of with and without contradiction 

made by 2hop reply and 2hop request and Node existence 

quire . where the protocol has no need additional features of  

fictitious node mechanism so it can minimize the network 

lifetime and improve the efficiency of the network system and 

which proved better performance when compare  to all other 

previous method.  

       II. OVERVIEW OF OLSR PROTOCOL 

 

In MANET most widely used protocol is OLSR protocol 

which is a proactive protocol that maintains a routing table 

that contains the destinations in the network and the optimal 

path to the destination. It is efficient in bandwidth utilization 

and in path calculation. OLSR is the optimization of the 

classical Link State Routing (LSR) Protocol. It is used to 

reduce network overhead. Classical Link State Routing 

Protocol propagates messages by flooding it in the network. 

This lead to the duplication of messages in the network and 

thus network overhead is created. In OLSR the duplication 

and overhead is reduced by selective transmission of data. 

The main role in OLSR protocol is selection of MPR (Multi 

Point Relay).MPRs are the subset of 1-hop neighbors of a 

node. Through the MPR, a node can access its 2-hop 

neighbour. OLSR protocol achieves optimization by 

appointing minimum number of MPRs for a node. Nodes 

selected as MPRs are those which has connection with 

maximum number of 2-hop neighbors. MPRs are the 

forwarding agents for control packets throughout the network. 

A node will select an MPR only if it covers all the 2-hop 
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neighbors of the node. The minimal MPR set is the forwarding 

agent that allows forwarding of control messages and data 

packets by less duplication and also covering the whole 

network. There are two types of messages used they are 

hello and topology control (TC) messages to discover and then 

disseminate link state information throughout the mobile ad 

hoc network. all nodes in the network makes use of shortest 

hop forwarding paths and Individual nodes use this topology 

information to compute next hop destinations, Here HELLO 

message will declare a node’s knowledge about its 

surroundings. It list out the 1-hop neighbors of the node. A 

node broadcast their HELLO message in the network. Other 

nodes that receive and respond to the HELLO message are the 

1-hop neighbors of the sender node. Neighbor nodes know 

each other by exchanging HELLO messages, which reflect the 

local connectivity. HELLO messages are used in the selection 

of the MPR set for routing connectivity. TC message lists out 

the nodes that had made the sender as their MPR. Nodes 

maintain the topology based on HELLO and TC messages. 

 
                     Figure 1: MPR selection in OLSR protocol 

 

A.  HELLO Message and Topology control Message 

 

  In OLSR protocol which uses HELLO message and 

TC(Topology control) message, Each node generates HELLO 

message periodically that contains its own address and the list 

its 1-hop neighbours. 

A TC(Topology control) message that used for Route 

calculation, and it is advertised by MPR periodically. A TC 

message contains the list of the sender’s MPR selector. 

 

B. Neighbour Sensing 

 

 In neighbour sensing, the HELLO message are broadcasted 

periodically. The HELLO messages are broadcast only to one 

hop neighbour. These messages are used to obtain the 

information about neighbours. A HELLO message performs 

the task of neighbour sensing and MPR selection process. A 

node’s HELLO message contains its own address, a list of its 

1-hop neighbours and a list of its MPR set. Therefore, by 

exchanging HELLO messages, each node is able to obtain the 

information about its 1-hop and 2-hop neighbours and can find 

out which node has chosen it as an MPR. 

 

C.MPR Flooding 

  The main role of OLSR protocol is MPR Flooding, It is a 

process of transmitting data from source node to destination 

node through entire network. Each node designates, from 

among its bi-directional neighbours, a MPR set such that a 

message transmitted by the node and relayed by the MPR set 

is received by all its 2-hop neighbours. 

Nodes send their HELO messages as to intimate “willingness” 

for the selection of MPR, which is taken into consideration for 

the MPR calculation. Each node selects its MPR set from 

among its 1-hop neighbours such that they can reach all its 2-

hop neighbours. Each node maintains information about the 

set of neighbours that have selected it as an MPR. The set of 

nodes having selected a given node as MPR is the MPR-

selector-set of that node. A node obtains this information from 

periodic HELLO messages received from the neighbors. In 

OLSR, each MPR node must forward the data and routing 

message coming from any of its MPR selectors. 

 

                     III.NODE ISOLATION ATTACK 

 

OLSR protocol is vulnerable to many types of attacks. Node 

isolation attack is such an attack that is capable to compromise 

OLSR protocol. It is a type of Denial of Service (DoS) attack. 

DoS attack is an attempt to make a network resource 

unavailable to its intended users, such as to temporarily or 

indefinitely interrupt or suspend services of a host connected 

to the Internet. In node isolation attack an attacker purposely 

isolates a victim node from the network. In this attack, the 

attacker exploits the fact that a node always prefers the 

minimal set of MPRs. In order to attack the victim the attacker 

will send a fake HELLO message to the attacker. This HELLO 

message claims that the sender node is in close proximity to 

all of the victim’s 2-hop neighbours. It also advertises a 

fictitious node in order to attain the belief of victim. 

Therefore, according to the MPR selection rules the victim 

will appoint the attacker as its MPR. Then the attacker will not 

include the victim in its TC message. And this fraudulent 

MPR will not forward any messages from the victim to other 

nodes in the network. Thus the victim will get isolated in the 

network. 

 

 
 
                               Figure 2: Node Isolation Attack 
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IV. PROPOSEDWORK 

 

In existing work to avoid node ISOLATION ATTACK using 

Fictitious node Mechanism these solutions not compromise 

routing efficiency or network overload due to more nodes are 

used for fictitious node mechanism. 

The proposed solution named as Enhanced OLSR routing 

protocol to defend the Network from node isolation attack, 

which will be able to detect the presence of malicious nodes in 

the network. Even though our proposed solution is based on 

our previous work, we have modified the approach of 

detecting the malicious node. This is to eliminate any 

malicious node from giving the false information about any 

normal node that wants to become MPR. Our solution 

assumes that all the nodes are authenticated and can 

participate in communication that is all nodes are authorized 

nodes for both conditions of with and without contradiction 

made by 2-hop reply and 2-hop request and Node existence 

query. where the protocol has no need additional features of  

fictitious node mechanism so it can minimize the network 

lifetime and improve the efficiency of the network system and 

which proved better performance when compare  to all other 

previous method.  

      

Proposed method uses  

 2-HOP REQUEST 

 2-HOP REPLY 

 NODE EXISTENCE QUERY 

 

In OLSR nodes trust all information that received from its 1-

hop neighbour. Here we analyze the pattern of Hello message 

of the node that advertise all 2-hop neighbours as its 1-hop 

neighbours and verify whether that node is malicious or not, 

here TC and HELLO message are used to select MPR and 

route calculation. Each node in the network periodically 

broadcasts their HELLO message to indicate its presence. In 

this mechanism, each node maintains HOP_INFORMATION 

table which contains of HELLO message sender and its 2-hop 

neighbours.  

            In the proposed methodology, steps are involved they 

are 

         Step 1: L selects A,B and C as MPR to broadcast packets 

to T,U,V and maintains HOP_INFORMATION table 

 

 
                Figure 3: OLSR nodes, L selects A,B,C as MPR. 

                       

 

 

 
 

 

 

TABLE 1: L’s HOP_INFORMATION 

      HELLO message sender            2-HOP neighbour 

                     A                         D 

                     B                         E 

                     C                         F 

 

          Step 2:when new node Y comes, it sends HELLO 

message as advertising all the targe node L’s 2-hop neighbors 

as its 1-hop neighbors along with new neighbor Z to source 

node. 

 

 

       

 

 

 
                     Figure 4: Y advertise its neighbour to L 

 

          Step 3: Then L add Y’s 1-hop information in L’s 

HOP_INFORMATION table. 

 
Table 2: Y’s HELLO message 

                 Originator                  neighbours 

                       Y                    D,E,F,Z 
 

 

 

Table 3:L’s HOP_INFORMATION table after receiving Y’s HELLO 

message 

       HELLO message sender             2-HOP neighbours 

                     A                                  D 

                     B                       E 

                     C                       F 

                     Y                  D,E,F,Z 
      

 

             Step 4:After including Y’s information, Z send 2-hop 

request to its 1-hop neighbors A,B,C and then node A,B,C 

forward 2-hop request to their 1-hop neighbor D,E,F to verify 

node Y in its HOP_INFORMATION table. 

 

 

 Figure 5: L send 2-hop request to A,B,C then A,B,C send request to D,E,F. 
 

    L 

   Y 

Y sends HELLO MSG to L 
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          Step 5:If node Y in the table,then D,E,T sends 2-hop 

reply to L through A,B,C indicating Y is its 1-hop neighbor. 

        

          Step 6:Then source node select Y as MPR, otherwise L 

add Y in Blacklist and discard it. 

 

 
                 Figure 6: D,E,F send 2-hop reply to L through A,B,C. 

 

 

        Step 7:If  node Y is actually be in the coverage area of 

T,U,V nodes, Targeted node L sends NEQ(Node Existence 

Query) message to entire network through current MPR. 

        

        Step 8:If any designated MPR node confirms the 

existence of node A,then it will be selected as MPR,otherwise 

node Y will be Detected and Discarded. 

 

                   V .SIMULATION AND RESULTS 
 

5.1 Simulation 
 

In this section, the performance evaluation on our technique 

was simulated using Network simulator NS2.3 Here in 

simulation 30 Nodes are created, here the victim node sends 

hello message to its 1st hop neighbour, after receiving hello 

message from victim node, the 1st hop neighbour node will 

send reply message to victim node. 

 

 
    Figure 7:Source Node send and receive HELLO message to its neighbour 

 

Based on OLSR protocol MRP will be selected, which are 

designated as forwarding agents for control packets 

throughout the network. MPRs are selected as a subset of its 

1-hop neighbours, such that the MPR set allows coverage of 

all of its 2-hop neighbours. By minimizing its MPR selections, 

a node is able to transmit messages to all 2-hop neighbours 

with minimal duplicate. Thus, both topology control messages 

and data packets are only forwarded by this minimal MPR set, 

allowing for less duplicate messages while maintaining 

network-wide coverage. 

 

 
                             Figure 8:Transmission Starts through MPR 

 

 There are two types of messages used to find out network 

topology in OLSR HELLO and TC. The HELLO message, 

which declares a node's knowledge of its adjacent, is broadcast 

to all. Any node can broadcast and reciprocate back to the 

sender is classified as a 1-hop neighbour, then each node 

acquires its local topology up to a 2-hop range. OLSR requires 

that all nodes selected as MPRs periodically advertise a TC 

message register all nodes that have selected the sender as its 

MPR. The control messages are only propagated through the 

MPR, reducing overall network traffic. 

 

 
                          Figure 9:Stranger node sends fake HELLO message 

 

The stranger node sends False hello message to select as MPR 

and get the data from victim node. This fake message will be 

predicted by victim using EOLSR technique that is victim 

node analysis the stranger node using 2-HOP request and 2-

HOP reply node,if stranger node details not present in their 

routing table of 2-HOP neighbour,that details sends to victim 

node through reply message then victim node declare the 

stranger node as attacker node and selects another MPR to 

send data from source node to destination node. 
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Figure 10:Source node declare stranger node as attacker node and again 

stranger node sends Fake HELLO message in without Contradiction 

 

In without contradiction technique again the stranger node 

sends fake HELLO message,at this time victim node send 

NEQ(node existence query) to all the current MPR to entire 

network, if it is not present then victim node isolate the 

Attacker node from the network. 

 

 
Figure 11: Stranger node found as attacker through NEQ and 2-hop 

request and reply 

 

5.2 RESULT AND DISCUSSION 

 

A. Packet Delivery Ratio 

 

The ratio between the number of packets sent by the CBR 

sources of source nodes and the number of packets received 

by the CBR sink at the destination node. 

 
                                    Figure 12:Packet Delivery Ratio 

 

Figure 12: shows the packet delivery ratio in the presence of 

node isolation attack. Here 1 to 5 malicious nodes are 

randomly selected to launch the attack. Each of these nodes 

analyzes the TC messages and hello messages from their 

neighbouring nodes , selects them as a victim, they create a 

fake hello message containing all the 2-hop neighbours of the 

victim and send it to the victim. Once the victim selects it as 

its MPR, they drop all the data packets and TC packets 

coming from the victim, so we are calculating the packet 

delivery ratio 

X-axis represents the packet delivery ratio and Y-axis 

represents no of attackers, here we are comparing existing 

with proposed protocol, when comparing with existing OLSR 

protocol no of packet delivery ratio is increased in proposed 

Enhanced OLSR protocol. 

 

 
                        Figure 13:Total Packet Delivery Ratio  

 

X-axis represents the packet delivery ratio and Y-axis 

represents time, here we are comparing total packet delivery 

ratio at MPR nodes. This graph is generated through trace file 

values. 
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               Figure 14: Packet delivery ratio at MPR nodes 

 

X-axis represents the packet delivery ratio and Y-axis 

represents time, here we are comparing three nodes they are 

node 1,node 28 and node 16. 

 

B. Packet Loss Rate 

 

It is the number of data packets dropped by the malicious 

nodes that are selected as MPR nodes. 

 

 
                                       Figure 15:Packet Loss Ratio 

 

Figure 15: shows the number of packets dropped by the 

malicious nodes in OLSR and EOLSR. The packet loss rate of 

OLSR under attack was approximately 74%, while the packet 

loss rate of EOLSR was approximately 30%. 

X-axis represents the packet loss ratio and Y-axis represents 

no of attackers, here we are comparing existing with proposed 

protocol, when comparing with existing OLSR protocol no of 

packet loss ratio is decreased in proposed Enhanced OLSR 

protocol. 

 

 

 

 
                 Figure 16:No of Packet Loss At MPR nodes 

 

X-axis represents the packet Loss ratio and Y-axis represents 

time, here we are comparing three nodes they are node1,node 

28 and node 16.This graph is generated through trace file 

values. 

 

 
                          Figure 17: Total No of Packet Loss 

 

X-axis represents the total packet Loss ratio and Y-axis 

represents time, here we are comparing total packet loss ratio 

at MPR nodes only. This values are generated through trace 

file values. 

 

 
                      Figure 18: Total Packet Delay Time at MPR 
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X-axis represents the packet Delay time ratio and Y-axis 

represents time, here we are comparing total packet delay time 

at MPR Nodes. 

 

 
                        Figure 19: Total Packet Received at MPR 

 

X-axis represents the total packet Received ratio and Y-axis 

represents time, here we are comparing total packet Received 

time at MPR Nodes. 

 

                  Figure 20: No of packet received at MPR nodes 

 

X-axis represents the packet received ratio and Y-axis 

represents no of nodes, here we are comparing three nodes 

they are node1,node 28 and node 16. 

 

C. Control Packet Overhead 

 

This is the ratio of number of control packets generated to the 

data packet received. 

 

 

                          Figure 21:Control Packet Overhead 

 

X-axis represents the control packet rate and Y-axis represents 

no of attackers, here we are comparing existing with proposed 

protocol, when comparing with existing OLSR protocol 

control packet overhead is decreased in proposed Enhanced 

OLSR protocol. 

 

                                  VI.CONCLUSION 

This project focuses on preventing node isolation attack, 

which is nothing but Denial of Service (DoS) attack in OLSR 

protocol. Denial Contradictions with Fictitious Node 

Mechanism (DCFM) is the method used to prevent node 

isolation attack. The DCFM method suggests three 

contradiction rules to avoid the attack. DCFM also use a 

fictitious node in order to identify attacker who was somehow 

able to follow the contradiction rules. Thus DCFM prevent 

node isolation attack in OLSR protocols but this mechanism 

depends more node so it leads to poor network lifetime but its 

overcome by a new improved enhanced techniques where 

used 2hop reply and 2hop request and NEQ, where Simulation 

shows that enhanced olsr successfully prevents the attack, in 

which all nodes. Finally we compare the output of proposed 

system using ns2 simulator and it shown the better output 

result when compare to existing method. 
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