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ABSTRACT:

Generally hackers aim is to break the security of
computer system, networking system and using this
security breach, the intruder steals the valuable things.
Session Hijacking is a technique used to break the
security of the computing systems. One of the popular
incident that exploits session hijacking attack
vulnerability is Firesheep — an add one of Firefox
browser. Session Hijacking is a form of Man-in-the-
middle attacks which are increasingly creating
unbelievable impact on all of web based sensitive
information transactions. The man-in-the-middle (or
middleperson) attack is one in which legitimate parties
communicate via a hostile adversary but without their
knowledge or consent. This attack can be
devastatingly effective because the adversary enjoys
complete control of the communication link and can
inspect, inject, delay, delete, modify and re-order
traffic to suit their purpose. It may be used, for
example, to bypass weak authentication protocols,
hijack legitimate sessions, perform active traffic
analysis and deny service[They are hard to detect but
easy to do. It refers to the exploitation of valid
computer session to gain authorized access to the
information or computer system services. . Session
hijacking attack is launched by making fake access
point. If we detect the fake access point then we can
stop session hijacking, and various techniques had
been proposed. In this paper, we are giving a new
mechanism to detect the fake access point with the use
of sensor nodes in the network. In this paper, session
hijacking, its consequences along with the
countermeasures is discussed, This paper also shows
how the fake access point is used for session
hijacking.
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1 Introduction : The wireless networks can be
broadly classified into two categories the
Infrastructure and Ad hoc networks. In Infrastructure
type of network, central controller is responsible for
data routing and controlling the mobile devices. In the
infrastructure-based network, communication
typically takes place only between the wireless nodes
and the access point, but not directly between the
wireless nodes. The network attacker s can able to
break the security control and illegally access the
computing resources. The attackers are either active
or passive attackers. Passive attacks does not destroy
any computing resources. Their aim is only to steal the
valuable information. But active attacks affects the
normal behavior of the network. Passive attacks may
leads to the active attack. The most common active
attacks is the man-in-middle attack, session hijacking
attack, denial-of service attack. When user logs into
any website, a session with session ID is created on
the web server for that user. Basically, sessions
contain the entire user’s information. For any page
request, the user name and password are not needed.
Each user has a unique identifier called as “session
ID” or “Session Identifier” to authenticate particular
user to the session. This session ID is passed between
the web server and the user’s computer system at
every message request, reply and vice versa. A session
ID is used to manage the session which is called
“session token”. Session Hijacking is also called as
“Session Side jacking”, is a form of Man in the
Middle attack in which a malicious attacker has access
to the transport layer and can eavesdrop on
communications. When communications are not
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protected attackers can steal unique session token and
impersonate the victim on the target. This allows the
permission to the attacker to access the account and
data. The state of the session is maintained using
cookies. Those Cookies are also used to identify the
user. There are three different types of session hijack
attacks:

1. Active Session Hijacking
2. Passive Session Hijacking
3. Hybrid Session Hijacking

1.1 Active session hijacking : In active session
hijacking, attacker will silence in one of the machines,
usually at the client computer, and take over the
clients’ position in the communication exchange
between the workstation and the server. Once the
attacker takes the client’s position ,they drop the
connection between the user and the server. There are
various methods for dropping the connection to the
server, one of the most common is to send the huge
amount of traffic, and this type of attack is known as
Denial of Service. By doing this attacker has full
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Fig 1. Architecture of active session hijacking

1.2 Passive session hijack :
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Passive session hijack attacks are similar to the active
attack, but instead dropping the user from the
communication session, the attacker monitors the
traffic between the workstation and server . In a
passive session the attacker listens to all the data and
captures them for future attacks, in most cases to
perform any type of a hijacking attack it is important
that the attacker starts off with passive mode.

1.3 Hybrid Session Hijacking:

Hybrid Session Hijacking is a combination of the
active and passive attacks, which allow the attacker to
monitor the  network traffic until some useful
information is found. The attacker can then modify
the attack by removing the workstation computer from
the session, and assuming their identity. Session
Hijacking is widely used to hack the website accounts
such as E-mails: Gmail, yahoo, Facebook, twitter,
rediff, and online banking transactions widely used for
E-commerc etc. In those applications, session ID is
stored in the form of cookies in the client’s browser
and it is used to identify the identity of the user
uniquely. To hijack some one’s session, we need to
steal the session information of that corresponding
user.

Session Hijacking can be done at two levels.

Network Level
Application Level

Network level hijacking is a TCP and UDP session
Hijacking and Application level is a HTTP session
Hijacking. In application layer, a session ID is
obtained through HTTP session hijack. Session
Hijacking also krienensewsvEfookie Hijacking”. Three
types of security services such as authentication,
integrity, and confidentiality are provided by securing
the Cookies . Therefore it is important to secure
Cookies to avoid TCP session hijack attacks.
Authentication verifies the cookies owner, Integrity
protects against unauthorized modification of cookies,
and confidentiality protects against cookies values
being revealed to an unauthorized entity.

Sniffing: An attacker uses the sniffer for sniffing a
valid session IDs on the network. This technique is
used in Wireshark tool. It actually keeps its eye on
network traffic and from this utility we can use valid

83


http://www.ijartet.com/

ISSN 2395-695X (Print)
ISSN 2395-695X (Online)
Available online at www.ijarbest.com

International Journal of Advanced Research in Biology Ecology Science and Technology (IJARBEST)
Vol. 2, Special Issue |, January 2016 in association with
KARUR VELALAR COLLEGE OF ARTS AND SCIENCE FOR WOMEN, KARUR
Conference on Emerging Trends and Functional Applications of Computer Technology - 12t January 2016

token session to gain authorized access in an

unauthorized way.

Session Token Prediction: It is commonly used to
predict a session ID of the legal client for accessing
the computing session in order to access the valuable
information. It actually helps an attacker to exploit
compromised user privileges to ping the websites with
them.

MITM attack:

The MITM attack stands for Man in the Middle
attack.lt is used to intercept into an existing
connection between machines to know exchanged
messages between user and server.

Process: First split the TCP connection into two
connection. Client toAttacker and An Attacker to
Server. Once the illegal connection is made between
attacker and client and attacker and server , an attacker
can read, modify and even inject data into this
connection.

2 MIB attack :

The MIB attack stands for Man in the Browser attack.
It actually makes use of the Trojan horse to intercept
the calls between the browser and its security model.
It is mainly used for causing financial deceptions by
modifying transactions of Net Banking mechanism.

TCP Session Hijacking uses the following five steps.

1 Locating a target that needs to be attacked

2 Finding an active session that wants an attacker to
be attacked

3 Observe the capture packet and analyze the stolen
cookies and predict the sequence number .

4 Make the user i.e. the victim system to be offline.

5 Attacker takes over the session and maintains the
connection

To perform the Session Hijacking: Wireshark,
Hamster and Ferret are used

3 Detection of Fake Access Points
The popularity of wireless local area networks

(WLANS) increases the risk of wireless security
attacks. The fake access points can be deployed in the

S
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public places and these access points are kept
unencrypted. Fake access point is created anywhere in
public like hospitals, colleges, airports etc. When the
access points are unencrypted and maximum
legitimate users will try to connect with that. When
legitimate users connect to the fake access point,
attack gathers the information. The various techniques
are used to detect the fake access points..

4 Countermeasures: When the people access the
network, they should aware of set of countermeasures
used for the session hijacking.

Use SSL to have secure communication channel.
There must be logout function for session termination.
Trust HTTPS connection for passing authentication
cookies.

Always pass encrypted data between user and
webservers.

Adopt a secure protocol.

Regeneration of Session ID after log in.

Reduce having remote access.

Emphasis on Encryption.

Reduce incoming connections.

Reduce the life span of session or cookie. Always
create session keys with lengthy strings or random
numbers.

. Try preventing Eavesdropping.
12.
13.
14.
15.

Expire the session as soon as user logs out.

Do not access links received through mails.

Use firewall and browser settings to restrict cookies.
Make sure website which we are accessing is certified
by certified authority.

Clear history, offline contents and cookies from
browser after every secret or sensitive transaction.

5 CONCLUSION

The hijacking a TCP session is successfully done at
network and application levels of reference layers by
hijacking a TCP session and stealing cookies.
Securing websites against Session hijacking attacks
are done by some techniques such as securing the
cookie generation, implementing Confidentiality,
Integrity, Authentication etc. Session hijacking is
active type attack and it has very bad impact on the
network .The fake access points will work like honey
pot and used to gather network information. If the fake
access points are detected which will work like a
honey pot then session hijacking will be prevented .
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