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Abstract- Now-a-days smart card plays a major role in the world, due to its high 

security and privacy. But with the existing password endorsement method through 

an unsecure communication canal, a hacker can guess the password. Our proposed 

enhanced endorsement scheme with Elliptic Curve Cryptography provides better 

security, confidential and privacy. The scheme is susceptible to offline password 

guessing attack such as spidering, stolen-verifier and key stroke dynamics. 
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I. INTRODUCTION 

Today e-Payment is broadly used as an application of smart card. Smart card is a card made by 
plastic with embedded Integrated Chip. It contain the information about medical, banking, 
academic, financial etc..Smart card is mainly used due to its security, confidential and privacy. 
The password is guessed by hackers, with the existing security protocols. 
 

The rest of the paper is section as follows Section 2 describes the existing system. Sections 3 

discuss the proposed system. Sections 4 discuss the conclusion and Section 5 describes the 

reference. 

 

II. EXISTING SYSTEM 
    

    In [1] security based enhanced remote authentication scheme was used. In [4] the encryption of 
the message is not done at the client side and it sends to the server for authentication and login 
process. So there is a possible to modify the message. In [5] Lin-Hwang’s password authentication 
scheme cannot withstand for stolen-verifier attack and log in by multi user attack. In [7] a dynamic 
ID based authentication is used to provide privacy and efficiency. In [9] Islam-Biswas’s scheme 
is used to exclude the Lin-Hwang’s scheme weakness and the security. In [11] Wang Chang 
scheme is used, by attaining the timestamp the hacker can login as a user. 
   

III. PROPOSED SYSTEM 
 
The   proposed algorithm is categorized into four phases  

(i) Client registration phase,  
(ii) Login phase 

(iii) Authentication phase 
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(iv) Password update phase 
 
 Before the protocol is ever executed, The Server S generate two keys m and n , then the Secret 
Key  SK=h(ID | n) with the server S 
 

(i) Client Registration Phase 

   
In this phase, the Client C firmly chooses its Identity IDC and Password PWC to the Server S.  
 
The procedure for Registration Phase 

Procedure 

1. The Client C choose the Identity IDC and Password PWC             
2. Generate random number RC                

3. Evaluate PWCC  =h( PWC  RC) 
4. Client C sends IDC and PWC to Server S through a protected canal 
5. The Server S evaluate    
6. KC =h(IDC||m) X P 

7. AC = PWCC h(m n)                        

8. BC= h(IDC|| PWCC h(m n)) 

9. WC= h(IDC|| PWCC||)  KC 
10. Now the smart card is loaded with { AC , BC , WC ,h(.)} 

 

 
 

Fig. 1. Client Registration Phase  
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(ii) Login phase 

                

This phase is active whenever the Client C wants to use the smart card.  
 
The procedure for Login Phase 

Procedure  

1. Client C insert its smart card into the card reader and inputs its Identity IDC and Password 
PWC . 

2. The smart card evaluate 

                PWCC  =h( PWC  RC) 

                BCC= h(IDC|| PWCC h(m n))   
3. Verify if BC is equal to BCC, If equal the Client C can login. 
4. Otherwise the Client C cannot login. 

 
Fig. 2. Login phase 

 

(iii) Authentication phase 

 
The procedure for Authentication Phase 

Procedure 

1. Verify the format of IDC . If the format is incorrect, the system rejects the login request. 
2. Verify the validity of time interval between TC and TCC. 

3. If (TCC-TC) ≥ΔT, the system discards the login request 
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Fig. 3. Authentication phase 
 

(iv) Password update phase 

   In this phase the client can update the password. 
 
The procedures for Password update Phase 

Procedure  

1. Client IDC  requests the Server S to change the password. 
2. Client C inserts its smart card into the card reader and enters its Identity IDC, old 

Password PWC and new Password PW’C. 

3. The smart card evaluates 

                  PWCC =h( PWC  RC) 

                    h(m n) = AC  PWCC 

                   BCC= h(IDC|| PWCC|| h(m n)) 
4. Verify if BC is equal to BCC, If not equal the Password update Phase stops.   
5. Otherwise evaluate  

                   KC = WC h(IDC|| PWCC) 

                   PW’CC  =h( PW’C  RC) 

                   A’C = PW’CC h(m n) 

                   BCC= h(IDC|| PW’CC h(m n)) 

                    W’C= h(IDC|| PWCC||)  KC 
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Fig. 4. Password update phase 
 

IV. CONCLUSIONS 

     Smart Card is mainly used due to its security. In this paper we proposed enhanced endorsement 
scheme with Elliptic Curve Cryptography provides better security, confidential and privacy. The 
scheme is susceptible to offline password guessing attack such as spidering, stolen-verifier and 
key stroke dynamics. The   proposed algorithm is categorized into four phases (i) Client registration 
phase, (ii) Login phase (iii) Authentication phase and (iv) Password update phase 
     In Client registration phase, the Client C firmly chooses its Identity IDC and Password PWC to 
the Server S. The Login phase is active whenever the Client C wants to use the smart card. The 
Authentication phase is to verify the validity. In Password update phase the client can update the 
password. 
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