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Abstract:

Provable Multi files are files that can be proven to be true. Data that changes over
time In cloud computing, possession refers to the transfer of stored data to a cloud server in a
dynamic manner. The term "multi files" refers to data that must be duplicated to various
servers. When a project owner uploads data to a cloud server, the data is automatically split
into numerous files, which are subsequently stored on multiple servers. If you upload your
data to many servers, you can avoid data loss due to hacking and server failure. We
introduced a new technology called Fully Homomorphic Encryption (FHE) in this project for
taking multiple files of data, file security, and data corruption. We will use the FHE technique
to safeguard the data in this project. These are keygen, copygen, and taggen, respectively.
The technique described above was carried out in an existing system using a single dynamic
file.
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Introduction:

Compatibility for different requested tasks is difficult to guarantee for some electronic
devices, which are composed of dedicated hardware equipments, such as field programmable
gate array (FPGA), digital signal processor (DSP), and integrated circuit (IC), and systems
will become more complicated as the number of requested tasks increases. The underpinnings
of cloud computing are software defined networking (SDN) and virtualization technology,
which offer a promising and flexible method to resource distribution [1], [2], [3]. Depending
on demand and supply, cloud service providers can assign available resources associated to
service nodes to the needed activities. When a task has numerous subtasks, these subtasks can
be deployed on many service nodes to form a service chain, which is a data flow through the
service nodes in a sequential order that can be represented as a directed acyclic graph (DAG)
[4]. Physical resources for the central processing unit (CPU), memory, or graphics processing
unit are required for each sub-task (GPU). Furthermore, data transit between service nodes
incurs bandwidth expenses. For example, data transmission has five sub-tasks, and the
service chain for these sub-tasks is: network receiving! capture! tracking! synchronisation!
decoding, where each functional module is accomplished by software programming and can
be executed on a common computer system. Cloud computing may significantly lower a
system's complexity and development costs while simultaneously increasing its flexibility
and scalability. However, a new hurdle in cloud computing is determining how to effectively
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distribute available resources associated to service nodes to the desired activities, which is a
combinatorial optimization problem [5], [6].

Objectives:

We presented a new technology called Fully Homomorphic Encryption (FHE) for multi-
file data, file security, and data corruption in this research.

Literature Survey:

[1] Privacy-Preserving Multi-Keyword Ranked Search over Encrypted Cloud Data. Ning Cao,
Cong Wang, Ming Li, Kui Ren, and Wenjing Lou. The first time, we define and solve the
challenging problem of privacy-preserving multi-keyword ranked search over encrypted data
in cloud computing (MRSE). We establish a set of strict privacy requirements for such a
secure cloud data utilization system. We further use “inner product similarity” to
quantitatively evaluate such similarity measure. We first propose a basic idea for the MRSE
based on secure inner product computation, and then give two significantly improved MRSE
schemes to achieve various stringent privacy requirements in two different threat models. To
improve search experience of the data search service, we further extend these two schemes to
support more search semantics. Thorough analysis investigating privacy and efficiency
guarantees of proposed schemes is given. Experiments on the real-world data set further show
proposed schemes indeed introduce low overhead on computation and communication.

[2] VABKS: Verifiable Attribute-based Keyword Search over Outsourced Encrypted
Data .Qingji Zheng, Shouhuai Xu, and Giuseppe Ateniese. It is common nowadays for data
owners to outsource their data to the cloud. Since the cloud cannot be fully trusted, the
outsourced data should be encrypted. This however brings a range of problems, such as: How
should a data owner grant search capabilities to the data users? How can the authorized data
users search over a data owner’s outsourced encrypted data? How can the data users be
assured that the cloud faithfully executed the search operations on their behalf? Motivated by
these questions, we propose a novel cryptographic solution, called verifiable attribute-based
keyword search (VABKS). The solution allows a data user, whose credentials satisfy a data
owner’s access control policy, to (i) search over the data owner’s outsourced encrypted data,
(1) outsource the tedious search operations to the cloud, and (iii) verify whether the cloud has
faithfully executed the search operations.

[3] Multi-User Private Keyword Search for Cloud Computing. Yanjiang Yang, Haibing
Lu, and Jian Weng. Enterprises outsourcing their databases to the cloud and authorizing
multiple users for access represents a typical use scenario of cloud storage services. In such a
case of database outsourcing, data encryption is a good approach enabling the data owner to
retain its control over the outsourced data. Searchable encryption is a cryptographic primitive
allowing for private keyword based search over the encrypted database. The above setting of
enterprise outsourcing database to the cloud requires multi-user searchable encryption,
whereas virtually all of the existing schemes consider the single-user setting. To bridge this
gap, we are motivated to propose a practical multi-user searchable encryption scheme, which
has a number of advantages over the known approaches. The associated model and security
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requirements are also formulated. We further discuss to extend our scheme in several ways so
as to achieve different search capabilities.

System Design:

This project's suggested solution stores uploaded data in several servers (Multi files). FHE
algorithms are employed in one of the proposed schemes. If the owner uploads data, three
files are automatically created and kept in three servers. This is done for security and to
minimise server overload. That copy is also encrypted, so the data can't be hacked by the
cloud service provider or anybody else. When users submit data, the server converts it to zip
format automatically.

As a result, the server automatically reduces the file size. The file was shared with an
authorised user by the owner. After that, the authorised user sends a file request to the cloud
server, which then sends encrypted data to the authorised user. The decrypt key is obtained
from the data owner by the authorised user.

Implementation:

Implementation is the stage of the project when the theoretical design is turned
out into a working system. Thus it can be considered to be the most critical stage in achieving
a successful new system and in giving the user, confidence that the new system will work and
be effective. The implementation stage involves careful planning, investigation of the
existing system and its constraints on implementation, designing of methods to achieve

changeover and evaluation of changeover methods.
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Each program is tested individually at the time of development using the data and has
verified that this program linked together in the way specified in the programs specification,
the computer system and its environment is tested to the satisfaction of the user. The system
that has been developed is accepted and proved to be satisfactory for the user and so the
system is going to be implemented very soon. A simple operating procedure is included so
that the user can understand the different functions clearly and quickly. The final stage is to
document the entire system which provides components and the operating procedures of the

system.
Conclusion and Future Enhancement:

We suggested a hybrid system that combines public key encryption and homomorphic
encryption in a semi-homomorphic manner. Because it has a small bandwidth demand,
requires little storage, and facilitates efficient computing on encrypted data, the proposed
technique is well suited for cloud computing environments. Our approach strikes a balance
between the size of sent ciphertexts and conversion expenses. PKE has a bigger ciphertext
expansion than AES, but it may be homomorphically evaluated with a SHE with a much
smaller multiplicative depth. When the message space of the underlying FHE is ZN, the
parameters of our hybrid system are very big. We need a way to evaluate mod N arithmetic

using an FHE whose message space is ZM for tiny for an efficient implementation.

ISSN (ONLINE):2456-5717 40 Vol.8, Issue.6, May 2022



International Journal of Advanced Research in Basic Engineering Sciences and Technology (IJARBEST)

Future Enhancement:
In this have to add extra features in future like
1. Send Alert Notification details to send via send SMS.

2. In future in this concept to in android app.
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