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Abstract

Today search engines are tightly coupled with social networks, and present users with a
double-edged sword. They are able to acquire information interesting to users but are also
capable of spreading viruses introduced by hackers. People share their personal information on
the web .It is challenging to define how a search engine spread viruses, since the search engine
serves as a virus pool and creates propagation paths over the underlying network structure.

In this paper, we quantitatively analyze virus propagation effects and the stability of the
virus propagation process in the presence of a search engine in social networks. Digital world is
rapidly expanding and evolving ,likewise cybercriminals who rely on the illegal use of digital
assets especially the personal information for inflicting damage to individuals. Although social
networks have a community structure that impedes virus propagation, we find that a search
engine generates a propagation wormhole. Third, we verify our analyses on four real-world data
sets and two stimulated data sets.

Phishing is an example of a highly effective form of cybercrime that enables criminals to
deceive users and steal important data. Moreover, we prove that the proposed model has the
property of partial stability. Evaluation results show that, comp black with to a case without a
search engine present; virus propagation with the search engine has a higher infection density,
shorter network diameter, greater propagation velocity, lower epidemic threshold, and larger
basic reproduction number.

Key Terms: HTML-Hyper Text Markup Language, JDBC- Java Database Connectivity, J2EE-
Java 2 Platform, Enterprise Edition, SQL- Structured Query Language, SEP-Search Engine
Poisoning
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Introduction

Search engines supply a highly effective means of information retrieving way. But the search
engine also a platform for spreading information. Because of these features, the propagators of
malicious code have kept in step with search engines, building a hidden relationship within them.
Moreover, the search engine poisoning(SEP) was applied by malicious software that published
some vicious and fake pages to push the page ranking higher and attract more accesses. Phishing
is similar to the ancient phishing strategy where the fishermen uses fish food as bait and wait for
the fishes to eat so that they can easily catch them. The cyber attackers spread malicious links on
the web and wait for the users to click and enter the link so that they can steal their personal
information.

Literature Survey

The paper “Systematization of Knowledge (SoK): A Systematic Review of Software Based
Web Phishing Detection.” By Zuochao Dou, Isla Khalil, Abdallah Khreishah, Ala Al-Fugaha in
2017, provide a systematic study of existing phishing detection works from different
perspectives. We first describe the background knowledge about the phishing ecosystem and the
state-of-the-art phishing statistics. Then we present a systematic review of the automatic
phishing detection schemes. Specifically, we provide taxonomy of the phishing detection
schemes, discuss the datasets used in training and evaluating various detection approaches,
discuss the features used by various detection schemes, and discuss the underlying detection
algorithms and the commonly used evaluation metrics.

The paper “A Page Rank Based Detection Technique for Phishing Web Sites.” By A.Naga
Venkata Sunil, Anjali Sardana in 2012, have considered GTR value as an additional heuristic,
because Google’s Page Rank is more reliable, and for legitimate sites GTR value will be high. So
this technique will easily classify the phished URL’s. Phishing sites will have very less GTR
value so they can be easily identified as phished sites by using the values of this heuristic and
other five heuristics.

The paper” Software-defined Network Function Virtualization: A Survey” by YONG LII,
(Member, IEEE), AND MIN CHEN?2 in 2015, investigate a comprehensive overview of NFV
within the software-defined NFV architecture.

They introduced NFV its relationship with SDN. They also look at the history of NFV,
presenting how middle boxes evolve to virtual network functions. They choose service chaining
as a typical application of NFV.

The paper” Phishing-alarm: Robust and Efficient Phishing Detection via Page Component
Similarity” by JIAN MAOI1, WENQIAN TIANI, PEI LI1, TAO WEI2, AND ZHENKAI
LIANG3 in 2017 propose a robust phishing detection approach, Phishing-Alarm, based on CSS
features of web pages. They develop techniques to identify effective CSS features, as well as
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algorithms to efficiently evaluate page similarity. They prototyped Phishing-Alarm as an
extension to the Google Chrome browser and demonstrated its effectiveness in evaluation using

real-world phishing samples.

System Design

Our goal is to address these challenges by analyzing the virus propagation effects of the
search engine, which appears to be a hidden power for virus propagation and main source for
spreading malware attacks. To achieve our research goal, we first need to analyze how a search
engine increases propagation sources and routes in social networks and on the web. As a virtual
virus pool, a search engine may contain a lot of viruses to increase propagation sources any user
accessing web pages may be infected, and thus those activities increase the propagation routes
for viruses. We need to quantitatively analyze the propagation effect of the search engines. In
building the specific propagation model that combines the social network and the search engine,
some key metrics of virus propagation need to be analyzed. We design experiments to verify this
analysis. Data sets of current real social networks should be tested and discussed.
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The major part of the databases is categorized as administrative components and the user
components. The administrative components are useful is managing the actual master data
that may be necessary to maintain the consistency of the system. The administrative
databases are purely used for the internal organizational needs and necessities. The user
components are designed to handle the transactional state that arise upon the system
whenever the general client makes a visit onto the system for the sake of the report based
information. The user components are scheduled to accept parametrical information for the
user as per the systems necessities.

The administrative user interface concentrates on the consistent information that is
practically, pact of the organizational activities and which needs proper authentication for the
data collection. The interfaces help the visitors with all the transactional states like Data
insertion, Data deletion and Data updating with the data search capabilities.

In this world of busy schedule with which the industrial professionals are getting through
this kind of system is a boon for the kind of information they can readily access at the tip of
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their fingers. This involves misuse of information by cybercriminals and the that they gain by
stealing the data and misusing it.

IMPLEMENTTION

static int ran[ ]=new int[100];

static int nsp;

public static void find_tf()
{
int 1,j=0,n,k=0,p,t,u,m=-1;
double ¢=0.0,f=0.0;
String s1="",s21="",s3="";
String s[]=new String[100];
String str[]=new String[100];
String str1[]=new String[100];
String str2[]=new String[100];
String str3[]=new String[100];

String str4[]=new String[100];

double c1[]=new double[100];
double ¢3[]=new double[100];
double c2[]=new double[100];
double c4[]=new double[100];
String s2[][]=new String[100][100];
String a[][]=new String[100][100];

String al[][]=new String[100][100];

Scanner ip=new Scanner(System.in);
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DatalnputStream din=new DatalnputStream(System.in);

n=onlineconnect.sniplength;

int ranin=0;
System.out.println("Enter the no of Snippet");
nsp=ip.nextint();

System.out.println("------------------- SELECT SNIPPETS(Max" +nsp+")----------==-===mm=mo-

for( i=0;i<nsp;i++)

{

ran[i]=ip.nextInt();

for(int 11=0;11<nsp;i1++){
s2[i1]=HTML2Text.tks[ran[ranin++]]; }
n=nsp;
j=nsp;
System.out.println("'---------------- SELECTED SNIPPETS---------nmeoeoemmmeoooeeee ");
for(i=0;i<j;i++)
{
for(p=0;s2[i][p]!=null;p++)

ISSN (ONLINE):2456-5717 60 Vol.8, Issue.6, May 2022



International Journal of Advanced Research in Basic Engineering Sciences and Technology (IJARBEST)

SNAPSHOT

& MuttiCloud Final Docume X | [l HospitaLinfo X | Bl Road Accident & Service | X | @ maxqueryin mysql-Goo X | [l Hospital_info B - UserView Cart Product D+ X [E=R = |

(78 X @ @ localhost:8084/Fashion/UsrCartView.jsp hxd N o » =

this url contain phising content

ing data from localhost...

=
GE®
= 07-Mar19 |

CONCLUSION

With the proliferation of social networks and their ever-increasing use, viruses have become
much more powerful. We investigate the propagation effect of search engines and characterize
the positive feedback effect and the propagation wormhole effect. The virtual virus pool and
virtual infection paths that are formed by a search engine make propagation take place much
more quickly. We show that propagation velocity is quicker, infection density is larger, the
epidemic threshold is lower, and the basic reproduction number is greater in the presence of a
search engine. Finally, we conduct experiments that verify the propagation effect in terms of
both infection density and virus propagation velocity. Results show the significant influence of a
search engine particularly its ability to accelerate virus propagation in social networks.
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