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ABSTRACT: Visible Digital watermarking is a
technique that embeds copyright information
perceptibly within the image to prevent illicit use of
multimedia  content. There are numerous
applications that require user authentication to
make the original image content available. In this
paper the design of reversible digital image
watermarking for watermarking applications is
introduced. Here the image is identified based on
the authentication of data. After this paper,
segmentation is applied. Segmentation will divide
the image into number of regions. Compression of
image is performed after segmentation. The
compressed image will divide into number of blocks.
Now the blocks will be identified which are
smoothen. After this embedding process is
performed. at last a watermarked image is obtained.
From results we can observe that the proposed
system gives effective output.
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I. INTRODUCTION

In the past few years, the information
exchange in the digital world has increased
enormously which in turn increased the
vulnerability and copyright violation issues
of the digital content. To counter this kind of
threat digital watermark, steganography and
cryptography can be considered as the
possible solution. Steganography is art and
science of hiding information between two
parties for the purpose of communication
with one another. In steganography if the
existence of secret information is revealed,
steganography fails [1]. In order to increase
the security of communication sometimes
steganography is combined with
cryptography where in an attacker may be
able to extract the message from the cover
work, but the attacker has to
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break the encryption code to see the message
hidden. Cryptography scrambles the cover
work or message in such a way that it is
meaningless to the other party [2].

If any third party come in hand with the
secret key for encryption, they can decrypt
the digital content and shared it in the digital
media, hence the problem remains the same.
Thus, digital watermarking can be
considered as the only possible solution of
for the protection of copyright, ownership
and image authentication. Digital watermark
is a branch of steganography with different
goals, steganography is mainly concerned
with concealing the existence of the
communication and  protecting  the
embedded data against any modifications
that may happen during transmission such as
format change or compression on the other
hand watermarking hide the information to
the cover work and attacker who knows the
presence of the watermark may try to alter
or removed or destroyed it.

Recent advances in interactive media
advances have added to a broad utilization
of mixed media content in an assortment of
uses. Nonetheless, the accessible media
altering programming made the insurance of
proprietorship and counteractive action of
unapproved control of substance a
noteworthy concern [3]. Unmistakable
watermarking systems, which supplement
copyright data distinguishably into the
substance, have been broadly considered as
a compelling arrangement. Notwithstanding,
conventional unmistakable watermarking
plans are ordinarily intended to be
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irremovable which makes them
unacceptable  for  applications ~ which
empower validated clients to recoup the first
picture quality.

The reversible unmistakable watermarking
plans figure out how to recuperate the first
picture quality. In any case, the implanted
unmistakable watermark with the strategy
fundamentally diminishes the nature of the
watermarked picture, while the strategies
need a duplicate of the first watermark to
recuperate the first picture quality. Also,
notwithstanding their benefits, the reversible
obvious watermarking plans accessible
today are appropriate for uncompressed
pictures, which make them unacceptable for
most Internet applications where media
transmissions are done in compacted
picture/video groups. To the learning of the
creator, there are no reversible watermarking
plans which are pertinent to compacted
pictures [4].

This paper shows a novel reversible
watermarking plan which can be utilized
with lossy pictures, for example, JPEG and
can be in future stretched out additionally to
video pressure gauges, for example,
H.264/AVC. The proposed strategy inserts
the noticeable watermark inside the Region
of Interest (ROI). This data was inserted
inside the lower recurrence change
coefficients to limit the impact on pressure
effectiveness. Moreover, so as to take out
the quantization blunder, the leftover data
bundle was determined dependent on the
compacted picture itself. The proposed
instrument was contrasted with the Contrast
Sensitive  Reversible  Visible  Image
Watermarking strategy introduced, which is
considered to beat the other reversible
watermarking plans found in writing [5].
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II. RELATED WORK

Through reasonable watermarking
methods, the insurance of the information
can be guaranteed, and one can know
whether they got substance has been altered
or not. Be that as it may, watermarking can
make harm the touchy data present in the
spread work, and consequently at the less
than desirable end, the accurate recuperation
of spread work may not be conceivable.
Such Watermarking schemes are categorized
as Irreversible Watermarking techniques. In
some applications, such loss of information
can be tolerated, like Video on Demand
(VOD) applications. Visible and Invisible
Watermarking: Visible Watermarks are
more overt means of discouraging theft and
unauthorized use both by reducing the
commercial value of a document and
making it obvious to the criminally inclined
that the document’s ownership has been

definitively established. Invisible
watermarks should also be imperceptible,
while visible watermarks should be

perceptible enough to discourage theft but
not perceptible enough to decrease the utility
or appreciation of the document.

Robust Watermarking: Watermarking is said
to be robust when the watermark payload
can be retrieved from the attacked
watermarked image. The attack can be
blurring, enhancement, sharpening,
compression, cropping or resizing of image.
Any endeavor, regardless of whether
purposefully or wunexpectedly, that can
possibly modify the information substance is
considered as an assault. Strength against
assault is a key necessity for Watermarking
and the accomplishment of this innovation
for copyright insurance relies upon its
security  against assaults. A  strong
watermarking calculation ought to have the
option to extricate a decent nature of
watermark from the watermarked picture
even in the wake of experiencing distinctive
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normal picture handling activities. Robust
watermarking schemes are used for proving
ownership claims.

Digital Watermarking finds application in
various fields like military communication,
Electronic Medical Records (EMR), data
hiding in medical images, Video on Demand
(VOD) services, video broadcasting digital
rights, authentication of valid users,
copyright protection of the publishers,
online shopping and many more. The
quantity of business download stages is
expanding, and the present accomplishment
of music and book recording stores
demonstrates the expanding
acknowledgment of those plans of action
[35]. In restorative pictures, patients'
subtleties and the specialists' perspectives
can be embedded into the therapeutic
pictures to shape a far-reaching information
bank. However, information covering up in
restorative  pictures, because of their
prerequisites force certain imperatives,
which set some necessities. To safeguard
great, one may insert data in non-intrigue.
There are many more such applications of
Watermarking which will be discussed along
with the Watermarking schemes and the
Hardware  Implementation  of  such
techniques for real time applications.

ITII. LITERATURE SURVEY

Barton in his invention introduced method
for authenticating information provided by
the wuser in which he embeds an
authentication data to digital data using a
digital signature which i1s a compressed
version of the digital block. Both the
signature and additional data are embedded
into the digital block by replacing
predetermined bit within the block. Mohanty
proposes dual watermarking scheme in
which a visible watermark is first inserted
and then an invisible watermark is added to
visible watermarked cover image. For
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visible watermark insertion they divide both
the watermark and cover image into block of
equal size then mean and variance of each
block was computed. Using this mean and
variance they calculated the scaling and
embedding factor for watermark insertion.
For invisible watermark insertion they
perform logical EX-ORed between the bit
planes and binary watermark.

Honsinger were first one to propose the
reversible watermarking for images. In
which they utilized modulo 256 additions
for embedding the hash value of the cover
work to the cover image. If the watermark is
the hash of the original image, he cross
checked extracted watermark with the hash
calculated for the watermarked image then
subtract the watermark pattern to get the
original cover image. Due to modulo 256
addition the watermark suffers from salt and
pepper artefact. Macq modified the patch
work algorithm and modulo 256 additions to
achieve the reversible watermarking. This
also suffer the same problem encounter by
Honsinger.

Later Vleeschouwer developed a scheme
using a circular interpretation of bijective
transformation of the histogram for the
block used as a patch work to reduce the salt
and pepper artefact. In this the luminance
value of the cover image are uniformly
distributed in circle and pixel value are
equivalent from the transformation point of
view. Fridich also proposed a reversible
watermarking scheme which make involve
compressing the least significant bit of the
cover image and image hash is added this
and finally the outcome is encrypted and is
added to the original image by replacing it
with this encrypted bit plane.

Celik proposed high capacity, low distortion
reversible watermarking scheme using
generalized LSB modification and lossless

Vol.8, Issue.8, August 2022



International Journal of Advanced Research in Basic Engineering Sciences and Technology (IJARBEST)

image compression algorithm context based
adaptive lossless image coding (CALIC) in
their methods. Tian increase the capacity of
watermark using difference expansion of
pair of pixels. This scheme embeds one bit
of data to every pair of pixels. The location
of pairs in which the data is embedded is
compressed and included in the payload.

Alattar expanded the Tian algorithm instead
of using two pair of pixels to hide 1 bit
information, he used three pixels to hide two
bits of information with every spatial and
cross spectral triplet’s pixel to increase the
hiding capacity. A triplet is 1x3 vector
which are chosen from the pixel value of the
colored image. In his scheme he considered
two kind of triplet one is spatial triplet
which is a three-pixel value chosen from
three different location within the same
color component chosen in predetermined
order and cross spectral triplet is also a
pixels values chosen from three different
color components according to
predetermined order. of watermark. They
also introduce prediction error expansion to
achieved higher data embedding capacity as
it better exploit local correlations within
neighboring pixels and the derived
prediction error histogram are sharply
distributed.

IV. ARCHITECTUIRE FOR
REVERSIBLE DIGITAL
WATERMARKING

The below figure (1) shows the architecture
of proposed system. In this system mainly
authenticate of image, image segmentation,
image compression, identification of smooth
blocks and embedded process is performed.
the watermark is extracted using the pixels
of image. The reference image is used to
reconstruct the image. The hiding capacity is
decreased by adding and locating the
information related to that image pixels.
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The water mark image is encoded into the
smooth regions to get watermarked image.
Hence the proposed system performs its
operation based on the modules that are
performed and given in figure (2). Let us
discus each operation in detail manner.

ORIGINAL IMAGE

Y

AUTHENTICATION WATER MARK

¥
IMAGE SEGMENTATION

v

IMAGE COMPRESSION

h 4
IDENTIFICATION OF SMOOTH
BLOCKS

v
EMBEDDING PROCESS

1

WATER MARKED IMAGE

Fig. 1: PROPOSED SYSTEM

To describe the image mainly raw data is
used in the structure. By using metadata, the
structure location is identified. Tables and
attributes are used to record the information
present in the system. When the image is
distributed then the Meta data will change
according to the time. Hence the security
should be provided to ensure the
authentication.

Hence, just data identified with the patient
and picture (for example the consistent
information) must be utilized to guarantee
the credibility. In our examination, just
basic metadata fields, which contain the
patient data and information depicting the
picture  that don't change  during
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appropriation, were utilized in the
confirmation watermark (AW). There is no
need to use all segments, and just the worth
field is expected to make the watermark for
guaranteeing the validation.

The two developed watermarks (AW and
IW) are connected and changed over to
twofold shape. To upgrade the implanting
limit and diminish the twisting level, the
watermark is compacted utilizing Run
Length Encoding (RLE). RLE rushes to
actualize, making it a decent option in
contrast to other complex pressure
calculations.

The embedded process at first sections
spread picture into ROI and RONI (Fig. 2).
In this examination, we considered the
whole mind area as the ROI because of its
significance in analysis. The smooth squares
inside ROI area are resolved and the created
watermark is encoded into these squares
utilizing a reversible watermarking strategy
dependent on DE.

V. RESULTS

(d) ( (f)

Fig. 2. Experimental results of [58]. (a) Original
image (b) watermarked image (c) the result of
tampering detection after JPEG compression (d)
tampered watermarked image (e) the result of
tampering detection (f) the result after revision.
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VI. CONCLUSION

Reversible  watermarking  design  is
implemented in this paper. Watermarks are
needed for protecting an image from being
tampered. If the images are being
transmitted over a noisy channel, then
watermarking algorithm robust to various
noise  attacks is  required. = Robust
watermarking algorithm is also capable of
localizing the tampered location. Keeping in
mind the bandwidth considerations over
Internet, JPEG compression is very useful
now days. Compressing an image includes
deleting redundancies which may be
considered as an attack. Thus, the design of
the algorithm needs to be such that it is
robust to JPEG compression and must be
capable of extracting watermark payload
from the JPEG compressed image. Robust
watermarking schemes are used for proving
ownership claims. While, on the other hand,
fragile algorithm is used for authentication
of sender. Spatial domain watermarking
methods are less computationally complex,
thus, suitable for real time applications of
watermarking. But these methods have less
embedding capacity. The hardware approach
to watermarking algorithm enhances speed
of watermarking, avoids offline attacks and
suitable for real time applications.
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